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IT Regulations
of the Palucca University of Dance Dresden

dated 26.08.2026

Pursuant to § 14 (5) sentence 1 of the law of universities in the Free State of Saxony
(Sachsisches Hochschulgesetz (Saxon Law of Universities) — SachsHSG) of 31.05.2023,
(Official Gazette of the Free State of Saxony = SachsGVBI. p. 329), last amended by Article 2
of the Act of 31 January 2024 (SachsGVBI. p. 83), the Rectorate of the Palucca University of
Dance Dresden hereby issues the following IT Regulations by resolution of 26.08.2026 and
with the consent of the Staff Council dated 22.06.2026:
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This Regulation uses gender-sensitive language. Where gender-neutral formulations are not
possible, the masculine and feminine forms are used. The formulations nevertheless apply
equally to persons of any gender identity.



§ 1

Scope

(1) These Regulations apply to the operation and use of the IT infrastructure of the Palucca
University of Dance Dresden and to its users.

(2) The IT infrastructure of the Palucca University of Dance Dresden comprises all information
technology facilities, IT systems (hardware and software), IT communication networks and the
services provided, in particular:

1. Networks, servers, computing and storage systems,

2. Workstations and mobile devices,

3. Telecommunication and video conferencing systems,

4. all software and cloud services, including Microsoft 365,

5. all university-related information and administrative systems

(hereinafter referred to as “IT infrastructure”).

§2
Subject Matter of the Regulations

(1) These Regulations govern the use of the information, communication and data processing
systems of the Palucca University of Dance Dresden. They serve to ensure information
security, data protection, availability and integrity of the IT infrastructure.

(2) They specify the rights and obligations of users and the IT organisation and are binding for
all segments of the university (artistic practice, teaching, studies, administration and transfer).

§3

Definitions

(1) For the purposes of these Regulations, users of the IT infrastructure are:

1. Members of the Palucca University of Dance Dresden (professors and lecturers,
academic and artistic staff, students’, administrative and technical staff), cf. §§ 50 (1),
51 (1) SachsHSG,

2. Teachers and pupils' of the integrated secondary school of the Palucca University of
Dance Dresden,

3. Affiliates of the Palucca University of Dance Dresden, cf. § 50 (2) SachsHSG,

4. natural persons whom the university permits to use the IT infrastructure, e.g. external
lecturers, guests, employees of a maintenance company.

" The legal guardians of underage students, as well as the legal guardians of pupils at the integrated
secondary school, are also deemed as users within the meaning of these regulations and they are part
of the closed user group.
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Users form a closed user group. However, persons referred to in No. 4 are only part of this
user group if the requirements under § 5 (2) are fulfilled.

(2) Athird party is any natural person or legal entity outside the closed user group.

(3) For the purposes of these Regulations, administrators are persons responsible for and in
charge of substantive and technical matters, as well as persons authorised to exercise control
in regard of the IT infrastructure of the Palucca University of Dance Dresden. In principle, only
members and affiliates of the Palucca University of Dance Dresden may be authorised as
administrators. Exceptions are governed by § 6.

(4) Local administrators are users to whom administration rights for individual end devices,
applications or defined sub-areas of the IT infrastructure have been transferred for the
performance of professional or operational tasks. Administration rights are granted only to the
extent necessary in accordance with the principle of least privilege.

(5) For the interpretation of these Regulations, the definitions in Regulation (EU)

2016/679 (General Data Protection Regulation — GDPR) in Art. 4 and in the IT basic protection
compendium of the German Federal Office for Information Security (Bundesamt flir Sicherheit
in der Informationstechnik - BSI) shall apply, inter alia.

§4

Purposes of Use

(1) The establishment and operation of the IT infrastructure and the authorisation to use it
serve the purpose of fulfilling the tasks of the Palucca University of Dance Dresden, in
particular teaching, studies, artistic practice, education and further training, university
administration and other tasks necessary for university operations.

(2) The use of the IT infrastructure for purposes other than those specified in paragraph 1 is
permissible if it is minor, does not impede or disrupt other users, does not impair the
performance of official duties, does not constitute criminal conduct and is not contrary to other
provisions/regulations.

§5

Monitoring of Performance and Conduct

The IT infrastructure must not be used for individual monitoring of the performance or conduct
of members and affiliates of the Palucca University of Dance Dresden. Personal data
evaluations are only permissible on an occasion-specific basis, for a defined purpose and to
the extent necessary. There is no permanent, routine or automated personal evaluation of
usage behaviour. Measures involving personal data evaluations require actual and
documented indications. Where employees are affected and the purpose of the measure is not
thereby jeopardised, the Staff Council must be involved in advance; otherwise, its involvement
shall obtained afterwards without undue delay.



§6
Authorisation to Use and User Administration

(1) In general, only the persons named in § 3 (1) Nos. 1—4 (closed user group) are authorised
to use the IT infrastructure.

(2) Within the definition of § 3 (1) No. 4, persons may be admitted to the closed user group for
a limited period if such admission is necessary to fulfil their tasks at the Palucca University of
Dance Dresden pursuant to § 4 (1).

(3) When a user leaves, their central user account is blocked by the Organisation / IT
department and deleted after 3 months, unless a return to the Palucca University of Dance
Dresden is expected. The deletion also affects the data associated with the account. Other
stored data are subject to the data protection and deletion requirements applicable to the
respective purpose or to specific legal bases.

(4) Use of the IT infrastructure may be temporarily restricted, e.g. by blocking user credentials,
insofar as this is necessary to rectify faults, for system administration and expansion, for
reasons of system security, to protect the user’'s own or other data, or to investigate and
prevent improper or non-compliant use of the IT infrastructure.

§7

Commissioning of Third Parties

Third parties may only be commissioned to operate or support the IT infrastructure in justified
exceptional cases and having taken into account the protection requirements of the information
to be processed. The Organisation / IT department must generally be consulted before such
commissioning is decided.

§8
Use of the University’s E-Mail Services

(1) The university provides all users with an official university e-mail address. This e-mail
address may be used exclusively for university-related activities, in particular for
communication in artistic practice, teaching, studies, administration and projects.

(2) Use of the official university e-mail address for private purposes is not permitted.

(3) E-mails may only be processed in such a way as to ensure confidentiality, integrity and
availability.

(4) Setting up automatic forwarding to private e-mail addresses is prohibited.

(5) Users must take appropriate measures to protect their e-mail account? against
unauthorised access. These include in particular:

1. Use of multi-factor authentication,

2These regulations apply in principle to the entire Palucca account and, consequently, to all linked
services and applications.



2. secure password management?®,
3. encryption of confidential content where necessary.

(6) Personal data or confidential data may only be sent by e-mail if appropriate protective
measures are used (e.g. encryption, access restrictions or secure communication channels).
Data requiring particularly strong protection (e.g. health data, examination data or personnel
data) may only be sent to external recipients following prior consultation with the Data
Protection Officer and IT Security Officer. The consultation requirement does not apply to data
transfers carried out as part of established business processes, e.g. student management,
personnel administration, university archives or other assigned areas of responsibility.

(7) The sending of spam, mass e-mails without prior approval, commercial advertising or
unlawful content is prohibited. Operating one’s own e-mail servers or using external e-mail
services for official purposes without approval by the Organisation / IT department is not
permitted. Exempt from this prohibition are data transfers carried out as part of established
business processes, e.g. student management, press relations or other assigned areas of
responsibility.

(8) The university uses filters against spam, viruses, phishing and ransomware. Incoming and
outgoing e-mails may be automatically checked for malware. No evaluation for the purpose of
monitoring performance or conduct takes place.

(9) The size of e-mail mailboxes and attachments may be limited for technical reasons. For
exchanging larger files, the systems and services approved by the university and published on
the university website under IT Services must be used.

§9
Telephone Regulations

(1) The Telephone and VolP services provided by the Palucca University of Dance Dresden
may be used exclusively for university-related purposes. Private use is not permitted.

(2) Connection data are processed only to the extent technically and legally necessary. No
monitoring of performance or conduct takes place.

(3) Users must protect end devices and access credentials against unauthorised access;
disclosure to third parties is prohibited.

(4) Recording telephone conversations is prohibited. Exceptions require the prior consent of
all parties involved.

(5) Security incidents as well as loss or misuse of telephone end devices or access credentials
must be reported immediately to the Organisation / IT department.

3 The current password policies are stored within the system and are subject to technical checks. For
security reasons, the password policies are not set out in writing. We reserve the right to make
adjustments, for example in line with changes to recommendations by the BSI.



§10
Use of Microsoft 365 (M365 / Office 365)

(1) Microsoft 365 is used exclusively on the basis of the data processing agreement concluded
between the university and Microsoft pursuant to Art. 28 GDPR.

(2) Use takes place in the European data region. Transfer to third countries is only permitted if
the legal requirements of Arts. 44—49 GDPR are fulfilled.

(3) Processing serves exclusively university-related purposes. Use for private, commercial or
unauthorised research purposes is prohibited.

(4) Telemetry, diagnostic and usage data are reduced to the technical and legally necessary
minimum. Functions that enable profiling, performance analysis or behavioural evaluation (e.g.
Viva Insights) are deactivated by default. Activation requires approval by the Data Protection
Officer, the Staff Council and the university executive board.

(5) Data with increased or high protection requirements may only be processed in M365 if:
a) the data are encrypted,
b) the platform has been approved for the corresponding protection requirements,
¢) an IT security and data protection concept is in place.

(6) Permanent storage of official data in OneDrive and SharePoint is prohibited. Use of these
services is permitted exclusively for temporary work and processing purposes. After
processing has been completed, official data must be stored without undue delay on the central
drives of the Palucca University of Dance Dresden.

§ 11

Special Rights and Duties of Administrators

(1) In their assigned area, administrators are authorised to document and evaluate the use of
data processing systems and software by individual users - including via the use of automated
methods - but only insofar as this is:

1. necessary to ensure the availability, integrity and security of the IT infrastructure,

2. necessary for anonymised evaluation of system utilisation for capacity and resource
planning purposes,

3. necessary to protect the personal data of other users,
4. necessary for billing purposes,

5. necessary for the timely detection and remediation of system vulnerabilities and faults or for
troubleshooting, or

6. necessary to investigate and to stop improper or non-compliant use, e.g. in cases where a
cyberattack is suspected.

(2) Personal data evaluations pursuant to paragraph 1 may only be carried out if there are
actual and documented indications of a malfunction, a security incident, misuse of the IT
infrastructure or another breach of duty, or if the evaluation is strictly necessary to fulfil statutory
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obligations. Measures must be limited to what is necessary and must be documented. The
participation rights of the Staff Council remain unaffected.

(3) Within their area of responsibility, administrators are authorised to temporarily restrict the
use of IT resources, hardware and software or to temporarily block individual user accounts
insofar as this is necessary to rectify faults, for system administration and expansion, for
reasons of system security, to protect the user’s own or other data, or to investigate and stop
misuse. Administrators must inform the affected users of the measures taken without undue
delay, provided this is reasonably practicable. For the investigation and ending of unauthorised
use, notification of the user may be temporarily omitted as long as this is strictly necessary for
the investigation or preservation of evidence. Notification must be made up as soon as the
reason for the omission no longer applies. Actual and documented indications must exist for
unauthorised or non-compliant use. The head of institution must always be informed of the
measures taken.

(4) Administrators and persons with local administration rights are obliged to

a) perform the administration of the IT infrastructure cooperatively, properly and for the
intended purpose,

b) comply with the provisions on data confidentiality and telecommunications secrecy
as well as the principles of data avoidance and data minimisation,

c) install available security updates without undue delay, take countermeasures for end-
of-service systems, and regularly check systems for vulnerabilities, functioning virus
protection and firewall security,

d) monitor sources of information on security problems and respond without undue
delay to notices concerning the elimination of security vulnerabilities,

e) check hardware and software for compliance with the state of the art before
installation and use, and take appropriate measures to protect the data processed on
them,

f) technically organise and implement data protection and data backup measures,

g) document administrative measures in a comprehensible manner. This applies in
particular to measures under § 10 (1) and (2).

h) The duties listed above apply to persons with local administration rights only insofar
as the respective task has been assigned to them and the fulfiiment of these duties is
reasonable in view of their professional qualifications, instruction and official duties.
Responsibility for the secure operation of the central IT infrastructure remains with the
Organisation / IT department. Before administration rights are granted, persons with
local administration rights must be instructed in the information security and data
protection requirements relevant to their activities. The instruction must be
documented.

i) If there are indications of improper or unauthorised use of administration rights, the
head of the institution may commission an independent review of administrative
measures. The reviews must be documented. Where personal data are concerned, the
Data Protection Officer and, where matters concerning employee representation are



involved, the Staff Council must be included. The records must be protected against
unauthorised alteration.

§12
Duties of Users

(1) Users are obliged, in particular, to

a) ensure that university-issued end devices are not used without authorisation and that
persons not engaged in university duties do not gain access to work-related
information; in particular, the computer user interface must be locked even during short
absences;

b) not use an administrator account for standard use of university-issued devices,

c) encrypt external storage media (e.g. USB sticks, SD cards, external hard drives,

etc.),

d) store documents on the drives of the Palucca University of Dance Dresden.

aa) work-related documents, data and forms must be stored by subject area in
a function-oriented folder structure on the network drive “G:\". Access
permissions are assigned according to organisational requirements, the
applicable plan of allocation of duties and the deputy policy of the university.

bb) The network drive “A:\” is used for generally accessible content (e.g. form
directory). All employees are granted reading access. Writing access and
substantive responsibility lie with the respective competent offices.

cc) Each employee is provided with a personal, name-based folder on the
network drive “H:\” for only work-related use. No business-critical documents
or documents that are essential for the fulfiiment of the organisational
unit’s tasks may be stored on this drive. Such documents must generally be
stored on the function-oriented network drive “G:\” so that these are accessible
to authorised persons in the course of work-related duties.

dd) Large files, particularly video and audio files, may not be stored on the
university’s central drives. They must be stored on external storage media or,
for archiving, with the Organisation / IT Department.

Locally stored data (e.q. on the desktop, in the My Documents folder or on
drive “C:\”) are not backed up by the university.

e) switch off workplace computers and other devices connected to the university
network during absences on weekends, public holidays and during the closure period
over the turn of the year; exceptions apply to operationally necessary monitoring,
surveillance and control systems, e.g. in the Organisation / IT Department;

f) immediately inform the administrator in the event of error messages,



g) ensure that unauthorised persons are prevented from using the personal user
account; this includes carefully choosing a password that is not easy to guess in
accordance with the requirements of the Organisation / IT Department*;

h) not disclose passwords for the personal user account,
i) neither obtain nor use other persons’ passwords,
j) fully comply with the provisions for Microsoft 365 in § 10.

k) When using applications and other software programmes for work-related purposes on
private devices, it is mandatory to ensure that all security-relevant updates have been installed
and that the current operating system version is installed.

I) Installation of software on university-owned devices requires technical approval by the
university’s IT administration. If the software processes personal data, prior approval must be
obtained from the Data Protection Officer.

(2) The VPN client is pre-installed and pre-configured on all university-owned mobile end
devices. For security reasons, use of the VPN service is permitted exclusively on these
devices. Installation and use of the VPN client on private end devices is prohibited. Access to
the VPN service is geographically restricted to Germany. Connection requests from abroad are
blocked by default through technical protective measures. Exceptions may be temporarily
enabled for business trips abroad that are required for work-related purposes, subject to prior
approval by the IT administrator.

(3) Use of the internal WLAN with the SSID “PHfT-intern” of the Palucca University of Dance
Dresden is restricted to university-owned end devices. Private devices are excluded. Staff may
instead use the eduroam WLAN for university-owned and private end devices. Use of LAN
connections (network sockets) is likewise restricted exclusively to end devices managed by
the university.

§13
Access to E-Mail Mailboxes and Personal Folders (Network Drive “H:\”)

(1) Access to the e-mail mailbox of the respective official university e-mail address or to
personal folders of absent employees is only permitted in urgent work-related cases if time-
critical processing is required and the employee cannot be reached.
(2) The Data Protection Officer must be involved in the review pursuant to paragraph 1.
(3) Access shall be carried out exclusively by

- a person authorised by the head of the institution and

- a member of the Staff Council and

- a member of the IT administration.

4The current password policies are stored within the system and are subject to technical checks. For
security reasons, the password policies are not set out in writing. We reserve the right to make
adjustments, for example in line with changes to recommendations by the BSI
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(4) Only those e-mails that are required for the urgent matter may be opened. Messages
clearly marked as private are excluded.

(5) Every access must be logged. The affected person must be informed without undue delay
upon their return.

§14
Reporting of IT Security Incidents

(1) Every user is obliged to report malfunctions, suspicious facts, data protection breaches or
security incidents to the Organisation / IT Department or the IT Security Officer.

(2) The report should be made without undue delay after the incident becomes known. A
breach of duty occurs if the user intentionally or through gross negligence delays or prevents
the report.

(3) The Organisation / IT department shall examine without undue delay whether there is a
reporting obligation according to Art. 33 GDPR.

§15
Sanctions

(1) Users may be temporarily or permanently restricted in their use of the IT infrastructure or
completely excluded from its use if they culpably violate the provisions of these Regulations. A
permanent restriction or permanent exclusion may be considered in particular where there are
indications of criminal conduct or repeated violations of these Regulations. The head of the
institution shall decide on a permanent restriction, permanent exclusion or readmission in
consultation with the IT administrator and after hearing the person concerned. Before decisions
on permanent restrictions or exclusions concerning employees are made, the Staff Council
must be involved.

(2) In the event of violations of these Regulations, employment-law or disciplinary-law related
measures (e.g. warning or dismissal, reprimand, removal from service, etc.) may be taken
against employees of the Palucca University of Dance Dresden.

(3) In the event of criminal conduct, a criminal complaint may be filed.

§ 16
Liability of the User

(1) Employees of the Palucca University of Dance Dresden shall be liable within the framework
of statutory provisions and the principles of limited employee liability established by case law.

(2) The user shall be liable within the framework of the applicable legal provisions for all
damage caused to the university by their misuse or unlawful use of the IT infrastructure or by
the user’s culpable failure to comply with their obligations under these Regulations.
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(3) The user shall also be liable for damage arising from third-party use of the access and
usage options made available to the user if they are responsible for such third-party use, in
particular, if they passed on their user credentials to third parties.

(4) Within the framework of the applicable legal provisions, the user shall indemnify the
university against all claims if third parties assert claims against the university for damages,
injunctive relief or otherwise due to the user’s misuse or unlawful conduct. The university shall
notify the user of the dispute if third parties bring legal proceedings against the university.

§17
Responsibility of the Palucca University of Dance Dresden

(1) The Palucca University of Dance Dresden does not guarantee that its IT infrastructure will
operate error-free and without interruption at all times. The possibility of data loss due to
technical malfunctions, as well as the disclosure of confidential data through unauthorised
access by third parties, cannot be ruled out.

(2) The Palucca University of Dance Dresden assumes no responsibility for the software
provided. Furthermore, the Palucca University of Dance Dresden is not liable for the content,
in particular for the accuracy, completeness and timeliness of the information, to which it merely
provides access for use.

(3) In all other respects, the Palucca University of Dance Dresden shall only be liable in cases
of gross negligence and wilful misconduct on the part of its employees where they have caused
damage in the course of their work-related duties; excluded are damages resulting from injury
to life, body or health. This limitation of liability shall also not apply in the event of a culpable
breach of essential duties whose compliance is of particular importance for achieving the
purpose and of which the Palucca University of Dance Dresden is aware. In this case, the
liability of the Palucca University of Dance Dresden is limited to typical damage that were
foreseeable when the user relationship was established. No liability is assumed for indirect
damage or consequential damage.

§18
Amendments to the Regulations and to Technical Facilities, Procedures or Functions

Amendments and additions to these Regulations, as well as the introduction, substantial
amendment or expansion of technical facilities, procedures or functions that are capable of
monitoring the conduct or performance of employees, require the prior involvement of the Staff
Council.
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§19
Entry into Force

These Regulations shall enter into force on the day of their publication.

Dresden, 26.08.2026

Eileen Mihlbach
Chancellor
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